Communication Services

Secure Messaging

The Secure Messaging function enables registered Electronic Records Express users to
exchange confidential messages and sensitive documents. Only registered users can send
and receive secure messages, and messages can only be sent to other registered users (no
forwarding to external email addresses). Messages and documents are stored in a central
repository on a protected system within the SSA network. All messages and documents
are scanned for virus infection before processing.

Email “notifications’ are sent to recipients when amessage is received in Secure
Messaging. The email notification will contain alink to the Electronic Records Express
website. The Electronic Records Express user must log in the Electronic Records
Express website to retrieve the message. M essages have a limited lifetime of 20 days
from creation date.
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Check Your M essages:

e Select thelink “Home” to access the Secure M essaging homepage or select

“Inbox” from the Electronic Records Express homepage to access your Secure
Messaging Inbox.
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View Your M essages

e Toview amessagein thelist, select the hyperlink in the “ Subject” column. The
message will display.
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When flnlshed reading the message, use the Reply”, “ Reply to All”, “Forward”
to respond or “Delete” button to delete the message.

To view another message, select “ Check Mail” or “Inbox”. Viewed messages

remain in the Inbox until they are deleted automatically (20 days from
creation date) or manually deleted.

Compose and Send a M essage:
[ ]

Select the link for either “Home” or “Inbox” from the Electronic Records Express
homepage.

Select the * Compose” link. The form for creating a new message will display.
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e Enter the destination recipient(s) inthe“To:” and/or “Cc:” fields. (Messages can
only be sent to registered users of Secure Messaging.)

0 Toenter arecipient, select the “Show Address List” button. Thiswill
display the recipient pull-down list. (Messages can only be sent to
registered users displayed in thislist.)

o Either scroll down thelist to the name, or search for the name using the
“Search Name” text box. Asyou type the name in the box, you advance
to the corresponding namein the list.

0 Highlight the name of the user you are sending a message to and insert it
in either the“ To:” box or the “Cc:” box by selecting the “To:” or “Cc:”
button on the search window.

0 Repeat this step until all desired destination recipients have been added.
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e Typeinthe Subject, and then select the level of Importance from the drop-down
list.

e Attach files as necessary using the “Browse” button.

e Type any text message that needs to be included in the large text box. Y ou may

type up to 16,000 characters, which is equivalent to approximately three pages of
text.

e Send the message by selecting the “ Send” button. Or, you can save an unfinished

message for later by selecting the “ Save’ button. (Creating a draft message starts
the 20 day lifespan of the message.)

e A copy of the sent message will be saved in the Sent folder.

View Blocked M essages:

Blocked messages are messages the user attempted to upload with an attachment in
which the Electronic Records Express virus scan found a suspected virus. Blocked
messages are blocked from transmission and the suspected fileis deleted. In addition to




the benefit of knowing about the suspected file, users need to know that the message has
been blocked.
e Select the hyperlink for either “Home” or “Inbox” from the Electronic Records
Express homepage.

e Select the“Blocked” link. Thelist of blocked messages will be displayed.

e To view the blocked message:
0 Select thelink in the Subject column. The message will display.
0 Theinfected file (which has been deleted) will be flagged with the word,
“INFECTED”.
0 Any clean filesfrom the original message will still be attached.

e To take action on the message:
0 To delete the message, select the “Delete” button.
o Toresendthefile, click “Edit”. Make necessary changes such as attaching
areplacement file and/or modifying text in the text box.

AccessKeys:

This application contains access keys to improve navigation and provide information. Y ou
will find alist of these keys in the table below:

Button Access Key

Add Another File 2 — 8 (number corresponds to thefile
to be added)

Cancel n

Continue c

Edit w

Home m

Prior p

Send Another Report r

Send Another Response r

Submit b

Try Again g

Other keyboard commands, hotkeys or access keys will vary based upon the browser and the
version of the browser that you are using. A list of these commands can be found in the Help
section of your browser. The Help feature can be located on the Menu bar of your browser or
by using the F1 function key on the keyboard. Any assistive devices that you may be using
will also have alist of these shortcut keysin their Help section.
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